THE WALT DISNEY COMPANY PRIVACY
NOTICE FOR VENDORS, CONTRACTORS,
SERVICE PROVIDERS AND OTHER
EXTERNAL RESOURCES

Last Updated: July 7, 2020

The Walt Disney Family of Companies (“we” or “us”) values your trust and is committed to
the responsible management, use and protection of Personal Information. Personal Information is
any information that identifies (whether directly or indirectly) a particular individual (defined
more fully below). This privacy notice describes our treatment of information related to the
collection, use and storage of information of Vendors, Employment and Onboarding, Contractors
(External), Training or Other outside Resources (“VECTOR Privacy Notice”) via publicly
available websites and applications (including those with registration). Please read this VECTOR
Privacy Notice carefully prior to submitting any Personal Information.

This VECTOR Privacy Notice applies wherever it is posted. This VECTOR Privacy Notice does
not apply to our processing of consumer or guest information provided or collected on sites
where our Global Privacy Policy is posted. This VECTOR Privacy Notice also does not apply to
employee data processed in accordance with an applicable employee privacy notice.
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Who we are

A member of The Walt Disney Family of Companies, which includes many different brands, will
be the Data Controller for your information under this VECTOR Privacy Notice. The list of

relevant Data Controllers can be found below. The member of the The Walt Disney Family of
Companies that is the Data Controller for your information is responsible for and may use your


https://privacy.thewaltdisneycompany.com/en/

information for the purposes described in this VECTOR Privacy Notice. Other members of The
Walt Disney Family of Companies may have access to your information where they perform
services on behalf of the Data Controller(s) (as a Data Processor), and unless prohibited under
applicable law for use on their own behalf (as a Data Controller) for the purposes described in
this VECTOR Privacy Notice.

This VECTOR Privacy Notice also applies to the collection and use of your Personal
Information by any member of The Walt Disney Family of Companies that may need access to
information you have provided.

Information We Collect

We may collect Personal Information (as defined in this VECTOR Privacy Notice) and
anonymous information about you which is relevant to our business relationship with you, such
as:

e Registration information you provide when you create an account, or link your profile on
a third-party site or platform with your registration account, such as your first name and
username, country of residence, gender, date of birth, email address, and password;

e Information sent either one-to-one or within a limited group using our message, chat,
post, or similar functionality, where we are permitted by applicable law to collect this
information;

e Information in connection with an employment application, including contact
information, work authorization status, CV/resume, previous work experience and
education information, skills, references, work-related licenses, permits and
certifications; any other information you elect to provide to us (e.g., awards or
professional memberships);

e Location information, including location information provided by a mobile or other
device interacting with one of our sites or applications (including through beacon
technologies), or associated with your IP address, with your consent and where we are
permitted by law to process this information;

e Activity information about your use, and the use by any person(s) you authorize through
your account, of our sites and applications, such as the content you view or post, how
often you use our services, and your preferences; and

e Usage, viewing, technical, and device data when you visit our sites, use our applications
on third-party sites or platforms, or open emails we send, including your browser or
device type, unique device identifier, and IP address.



ONLINE TRACKING TECHNOLOGIES AND ADVERTISING

We and certain service providers operating on our behalf collect information about your activity,
or activity on devices associated with you, on our sites and applications using tracking
technologies such as cookies, Flash cookies, pixels, tags, software development Kits, application
program interfaces, and Web beacons. Definitions for some of the tracking technologies listed, as
well as information about your choices with respect to them, are available below. This tracking
data may be used for many purposes including, for example, to:

o Provide useful features to simplify your experience when you return to our sites and
applications (for example, remembering your language preference);

« Deliver relevant content based on your preferences, usage patterns and location;

« Monitor, evaluate, and optimize the use and operation of our sites and applications; and

e Analyze traffic on our sites and on the sites of third parties.

We may collect information whether or not you are logged in or registered, and may associate
this tracking data with your registration account (if you have one), in which case we will treat it
as Personal Information. Service providers that collect tracking data on our behalf may provide
an opportunity for you to choose not to be tracked online.

Advertisers and third parties also may collect information about your activity on our sites and
applications, on devices associated with you, and on third-party sites and applications using
tracking technologies. Tracking data collected by these advertisers and third parties is used to
decide which ads you see both on our sites and applications and on third-party sites and
applications.

You may choose not to receive targeted advertising from many ad networks and partners, data
exchanges, and marketing analytics and other digital advertising and marketing service
providers. You may also be able to choose to control targeted advertising on other websites and
platforms that you visit. In addition, you may also choose to control targeted advertising you
receive within applications by using the settings and controls on your devices (for example, by
re-setting your mobile device’s advertising identifier and/or opting out of interest based ads).
We adhere to the Digital Advertising Alliance’s Self-Regulatory Principles for Online
Behavioral Advertising.

Examples of online tracking technologies include:

o Cookies. Cookies are pieces of information that a website places on the hard drive of
your computer when you visit the website. Cookies may involve the transmission of
information from us to you and from you directly to us, to another party on our behalf, or
to another party in accordance with its privacy policy. We may use cookies to bring
together information we collect about you. You can choose to have your computer warn
you each time a cookie is being placed on your device, or you can choose to block all
cookies. You do this through your browser settings. Each browser is a little different, so



look at your browser Help menu to learn the correct way to modify your cookies. If you
turn cookies off, you won’t have access to many features that make your experience more
efficient, and some of our services will not function properly.

o Flash cookies. We may use local shared objects, sometimes known as Flash cookies, to
store your preferences or display content based upon what you view on our site to
personalize your visit. Our third-party service providers also may use Flash cookies to
collect and store information. Flash cookies are different from browser cookies because
of the amount of, type of, and manner in which data is stored. Cookie management tools

provided by your browser will not remove Flash cookies. Learn how to manage privacy
and storage settings for Flash cookies. If you disable Flash cookies, you won’t have

access to many features that make your experience more efficient, and some of our
services will not function properly.

e Web beacons. Web beacons are small pieces of data that are embedded in images on the
pages of sites. Web beacons may involve the transmission of information directly to us,
to another party on our behalf, or to another party in accordance with its privacy policy.
We may use web beacons to bring together information we collect about you.

DO NOT TRACK

Web browsers can transmit Do Not Track signals that indicate that a user does not wish to have
activity tracked. Currently, no universally accepted standard exists for how to interpret such
signals, although work to create consensus is ongoing. Learn about Do Not Track.

Except as specifically requested or legally required (e.g., in the context of diversity hiring
practices, health data collected pursuant to law or the demand of a government entity), we ask
that you avoid submitting information which may qualify as sensitive or “special category”
information under applicable law. Sensitive Personal Information may include Personal
Information regarding your racial or ethnic origin; your political opinions, religious beliefs or
other beliefs of a similar nature; whether you are a member of a trade union; data regarding your
physical or mental health or condition; your sexual orientation; and data regarding the
commission or alleged commission of any criminal offense.

Use of Information

A noted above, the member of The Walt Disney Family of Companies that is the Data Controller
for your information is responsible for and may use your information for the purposes described
in this VECTOR Privacy Notice. Other members of The Walt Disney Family of Companies may
have access to your information where they perform services on behalf of the Data Controller (as
a Data Processor) and, unless prohibited under applicable law, for use on their own behalf (as a
Data Controller) for the purposes described in this VECTOR Privacy Notice. Consistent with
applicable law and choices and controls that may be available to you, we may use information
collected from you, or from devices associated with you for our business purposes, including to:


http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager.html
http://www.macromedia.com/support/documentation/en/flashplayer/help/settings_manager.html
https://allaboutdnt.com/

e Provide you with the services you request, view, or engage with;
e Communicate with you about your account or transactions with us and send you

information or request feedback about features on our sites and applications or changes to

our policies;
e Personalize content and experiences;

e Provide you with targeted advertising based on your activity on our sites and applications

and on third-party sites and applications;
o To learn more about how we use your information for personalization and
tracking, please see Online Tracking Technologies and Advertising above.

e Manage our suppliers, independent contractors, service providers and others throughout

the supply chain;
e Organize and implement tasks in preparation of or to perform existing contracts;

e Evaluate activities at our facilities, including compliance with applicable policies, as well

as health and safety rules in place;

e Grant you access to our training and collaboration modules allowing you access to certain

materials and services you are entitled to receive;

e Manage and support our IT resources, including infrastructure management and business

continuity;
e Manage diversity information and career progression tracking;

e Preserve our economic interests and ensure compliance and reporting (such as complying

with our policies and local legal requirements, tax and deductions, conducting audits,
responding to complaints, and defending litigation); and
e Archiving and record-keeping.

In addition, we will use your information as permitted by local law, to protect our rights
including to: (a) enforce this VECTOR Privacy Notice and our terms and conditions; (b) to

protect our rights, privacy, safety, or property, and/or that of our affiliates, you or others; and (c)

to allow us to pursue available remedies or limit the damages that we may sustain.
Where required, we will use such information to:
« comply with or evaluate compliance with any applicable law or regulation; and

« respond to requests from public and government authorities, including public and
government authorities outside your country of residence.

Your Personal Information may be used by us to complete a corporate transaction, such as a
proposed or actual reorganization, merger, sale, joint venture, assignment, transfer or other

disposition of all or any portion of our businesses, assets, or stock (including in connection with

any bankruptcy or similar proceedings).



Disclosure of Personal Information

We may share Personal Information within The Walt Disney Family of Companies for the
purposes described in this VECTOR Privacy Notice. We will make the information available to
personnel with a need to know the information for the purposes described in this VECTOR
Privacy Notice. In the course of our activities and for the same purposes as those listed in this
VECTOR Privacy Notice, your Personal Information can be accessed by or transferred to the
following categories of recipients on a need to know basis to achieve such purpose:

our banks and other payment processing service providers;

our IT systems providers, cloud service providers, database providers and consultants;
our other suppliers and service providers that provide services and products to us;

our professional service providers, such as accountants, auditors, legal advisors and
insurance brokers; and

our archive storage providers; and

e other third parties or entities as disclosed in this VECTOR Privacy Notice and permitted
by law.

Data Retention

We will retain your Personal Information for the period necessary to fulfill the purposes outlined
in this VECTOR Privacy Notice unless a longer retention period is required or permitted by
applicable law.

Access and Correction

Certain websites and applications we provide may permit you to access, review, and change your
Personal Information by logging in and updating your account information. Please note that if
you change or correct information after submitting it, such changes will be visible to us.

Apart from such information, you may request access to your Personal Information that we
collect, or its modification, correction, or deletion, where permitted by applicable law. For your
protection, we may only implement requests with respect to the information associated with the
particular email address that you use to send us your request, and we may need to verify your
identity before responding to your request. We will try to comply with your request as soon as
reasonably practicable. Please note that certain Personal Information may be exempt from such
access, correction, or suppression rights pursuant to local data protection laws.

Security

The security, integrity, and confidentiality of your information are extremely important to us. We
have implemented appropriate technical, administrative, organizational, and physical security
measures that are designed to protect your information from unauthorized access, disclosure, use,
and modification. We regularly review our security procedures to consider appropriate new
technology and methods. Please be aware that, despite our best efforts, no security measures are
perfect or impenetrable.



Links to Third-Party Websites

Our sites may contain links to other websites. This VECTOR Privacy Notice does not address,
and we are not responsible for, the privacy, information security, or other practices of any third
parties, including any third party operating any website or service to which our sites link. Privacy
choices you have made on third party websites or services will not apply to our use of the
information we have collected directly through our sites and offline. We encourage you to be
aware when you leave our sites and to read the legal notices posted on other sites, including their
privacy policies.

Data Transfers and Applicable Law

We operate globally and may transfer your Personal Information to individual companies of The
Walt Disney Family of Companies or third parties in locations around the world for the purposes
described in this VECTOR Privacy Notice. Wherever your Personal Information is transferred,
stored or processed by us, we will take reasonable steps to safeguard the privacy of your
Personal Information. Additionally, when using or disclosing Personal Information transferred
from the European Union, we use Standard Contractual Clauses approved by the European
Commission, adopt other means under European Union law for ensuring adequate safeguards, or
obtain your consent. We also apply the substantive requirements of standard contractual clauses
when transferring Personal Information from Australia and Argentina.

Changes to this VECTOR Privacy Notice

From time to time, we may change this VECTOR Privacy Notice to accommodate new
technologies, industry practices, regulatory requirements or for other purposes. We will provide
notice to you if these changes are material and, where required by applicable law, we will obtain
your consent. Notice may be by email to you at the last email address you provided us, by
posting notice of such changes on our sites and applications, or by other means, consistent with
applicable law.

Contact Us

If you have questions or requests related to this VECTOR Privacy Notice, please feel free to

contact us by mail at: CORP.Disney.Privacy.Team@disney.com. If you are unsatisfied with a

reply received from us, you may at any time refer your complaint to the relevant regulator in
your jurisdiction.

Additional Information for the EEA Only
If you are a resident of the UK or EEA, you may also:

« Contact our Data Protection Officer at DataProtection@disney.co.uk with any questions
about this VECTOR Privacy Notice.

o Lodge a complaint with a data protection authority for your country or region or in the
place of the alleged misconduct.


mailto:CORP.Disney.Privacy.Team@disney.com
mailto:DataProtection@disney.co.uk

DEFINITIONS
Data Controller

The Data Controller is the subsidiary or affiliated entity of The Walt Disney Company that is
responsible for the Personal Information collected and used within the scope of this VECTOR
Privacy Notice from our sites and applications, as follows:

e If you live in Europe, Middle East or Africa:
The Walt Disney Company Limited
(Company Number 530051)

3 Queen Caroline Street
Hammersmith

London

W6 9PE

help@disney.co.uk

e US, Canada and Rest of World:
Disney Interactive
500 South Buena Vista Street
Mail Code 7667
Burbank, CA 91521-7667
United States of America
Guest Services

Data Processor

A data processor is a person or entity that processes Personal Information on behalf of a Data
Controller (or Data Controllers) and is permitted to perform data processing only as directed by
the Data Controller(s).

Personal Information

Personal Information means information that identifies, relates to, describes, is capable of being
associated with, or could reasonably be linked (whether directly or indirectly) with a particular
individual or household, such as the individual’s name, postal address, email address, and
telephone number. When anonymous information is directly or indirectly associated with
Personal Information, the resulting information also is treated as Personal Information.

The Walt Disney Family of Companies
The Walt Disney Family of Companies refers to The Walt Disney Company and its subsidiary

and affiliated entities, which offer their products and services under various brand names. These
companies, including certain former 21st Century Fox assets, engage in a number of businesses,
including theme parks and travel, motion pictures and television, publishing, consumer products
and interactive services.


mailto:help@disney.co.uk
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